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Overview
Cybercrime commonly refers to criminal activities where computers and information
systems are involved either as a primary tool or as a primary target. However, there is no
universally accepted definition of criminal activities in cyberspace. By the same token, in
most national legislations, cybercrime is not strictly defined, and is often referred to as
‘computer crime’, ‘electronic communications’, ‘information technologies’, or ‘high-tech’
crime.
Faced with the new complexity of the digital environment, states have started developing
different – sometimes diverging – approaches to criminalisation of online activities,
resulting in further fragmentation of the legal and institutional landscape. At the same time,
several countries have developed and enacted a number of measures, including cybercrime
legislation, that raise serious human rights concerns due to their use in the criminalization of
online content, the restriction of Internet access and the violation of civil liberties and
citizens’ privacy. This has amplified the necessity of developing and implementing anticybercrime measures that are in line with international human rights law and that respect
the principles of legality, proportionality, and necessity.
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Exercise
During the exercise part of the session, excerpts from cybercrime legislative frameworks will
be shared with the participant on the meeting’s screen. These excerpts have been adapted
from existing national and international frameworks, and procedural law but, critically, none
are without problems or contentions.
This exercise will ask the participants to take stock of the excerpts and consider the
following:
• What are the implications of these excerpts and how might they impact your field of
work?
• What areas could these excerpts encourage infringement of?
• Where could they fall short, and what requires further clarification?
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